Implementation and Performance Measurements
of QoS Routing Extensions to OSPF

G. Apostolopoulos R. Garin S. Kamat

geor geap@s. und. edu gueri n@e. upenn. edu sanj ay@at son. i bm com

U. Maryland U. Pennsylvania IBM T.J. Watson Research Center
College Park 200 S. 33rd Street P.O. Box 704, Yorktown Heights
Maryland, MD 20742 Philadelphia, PA 19104 New York, NY 10598

Abstract—We discuss an implementation of QoS routing extensions to cally, we added QoS routing extensions to the OSPF implemen-
the OSPF routing protocol and evaluate its performance overa wide range tatjon that is available on most Unix systems as part of the the
of operating conditions. Our evaluations are aimed at assessing the cost :
and feasibility of QoS routing in IP networks. The results provide insight gate dfaem)n ( ga.t ed) [5] program'gat edisa Ver_y ppp-
into the respective weights of the two major components of QoS routing ular routing protocol implementation platform, and variations of
costs, processing cost and protocol overhead and establish strong empiricalit are used in many commercial and experimental products. We
evidence that the cost of QoS routing is well within the limits of modern ; ; ; : :
technology and can be justified by the performance improvements. first discuss a number O.f Important Issue.s and design choices we

faced when implementing these extensions. Next we report on
the measurements made based on this implementation to obtain

I. INTRODUCTION realistic estimates of the cost of various QoS routing operations

Bych as path computation, link state advertisements generation
and reception, etc. Furthermore, we compare the cost of our
ﬁ%os enhanced version of OSPF to that of the standard OSPF

this context rely on théink state approach, e.g., see [2] for anprotocol. Finally, we combine simulation data and the findings

overview. The benefits of QoS routing, in terms of im rove%aSEd on our implementation, in order to emulate the operation
' 9. b Ofé\ router that is part of a large QoS enabled network and get

network utilization and user service levels have been establisg%me insiaht into the amount of load that an “off-the-shelf”
through recent research studies [1], [7], [8], [9], [11]. HoweveT. at ed baged QoS router can handle '
despite these benefits, doubts regarding the feasibility of imp%- '

menting QoS routing protocols in IP networks remain becau%e;ancnzcggPei:,si\(lyvr?s?/:/izsaeg;:jm:r%ggfeIc?fporrorg?gr%n Ic;] ns(gf_PF,

of the potential additional costs that support for QoS routinl_c';On lll, we discuss our implementation of the QoS routing ex-

entails. These added costs have two major componeats: : )
putational cost andprotocol overhead. The former is due to the tensions to thgat ed OSPF code base. In Se'ct|on'lv, we re-
rt on the performance measurements, and finally in Section V,

more sophisticated and more frequent route computations, wiliE . L

the latter is caused by the need to distribute updates on the stigeSummarize our findings.

of network resources that are of relevance to route computation, 0

e.g., available link bandwidth. Such updates add to network traf-

fic and processing overhead at routers. We first provide a brief review of the current OSPF standard,
Several recent works have aimed at shedding some light if#§using on the aspects that are of relevance to our QoS routing

the costs inherent to QoS routing. In particular, different varfxtensions. Next, we discuss the proposed QoS routing exten-

ations of path pre-computation [3], [14], [20], [24] and patﬁions of [10] that we have currently implemented. Finally, we

caching [21], [27] have been investigated to explore the posBrovide a short description of thyst ed environment on which

bility of reducing the processing cost of QoS path computatioRUr implementation is based.

Similarly, a variety of link cost metrics and update triggerin

techniques [23], [26] or path selection techniques [26] have belén The OSPF Protocol

proposed to lower the protocol overhead of QoS routing with- Open Shortest Path First (OSPF) [17] is a well established

out significantly affecting its ability to compute efficient pathsand widely deployed link state routing protocol that has been

However, these works rely primarily on simulations, and asam Internet standard for some time. An important characteris-

result are not able to fully capture some of the more implemetie of link state routing protocols is that each router maintains

tation specific issues associated with QoS routing. This watke full topology of the network in #ink state database. The

seeks to fill this gap by providing a detailed report and asse€¥SPF standard specifies that routers implementing the protocol

ment of a complete implementation of a QoS routing protocain a shortest path Dijkstra computation on their local link state

for IP networks. database, and determine the shortest paths to all other nodes in
Our implementation is based on the Open Shortest Path Fitet network. The database is constructed and updated by means

(OSPF) [17] routing protocol, an Internet standard for intrasf link state advertisements, that are generated by each router

domain routing that is based on a link state approach. Spedcéird propagated to all other routers using reliable flooding.

Quality of Service (QoS) routing has recently received su
stantial attention in the context of its possible use in an int
grated services IP network. Most of the current proposals

. BACKGROUND



The flooding procedure utilizes a variety of packet tygeésk as policy, that can be used to ensure that low delay links for ex-
Sate Update (LSU) packets contain information about changesmple are avoided. In addition, QoS routes are discovered only
in the topology, and are used to carry multiplek Sate Adver-  within a single OSPF area. Handling hierarchies of areas raises
tisements (LSAS). Link State Acknowledgment packets are usedimportant issues that are topics for further research and beyond
to acknowledge receipt of link state advertisements. Finallye scope of this document.

Database Description andLink State Request packets are used [10] identifies several possible variations for QoS rout-
to synchronize the link state databases of neighboring routergy extensions, that include on-demand computation and pre-
There are also several types of link state advertisements (see Ebfhputation of QoS routes as well as both explicit and hop-
for details), with router and network link advertisements beingy-hop routing modes. Our implementation performs path pre-
the most relevant ones for our purpose. Router LSAs contaidmputation and assumes a hop-by-hop routing mode. We
information about a router arall its incident interfaces, while chose to implement path pre-computation because of its poten-
network LSAs describe the set of routers attached to a givgdlly significant gains in terms of processing load, e.g., see [25].
network. Link state advertisement are either generated peric@iimilarly, we opted for a hop-by-hop routing mode, simply be-
cally or are triggered by topology changes such as link failureguse it can be accommodated without major changes to RSVP
or recoveries. These advertisements contain cost metrics thaja2§ the signaling protocol that we assume is used to request
used to compute the shortest paths. QoS guarantees, e.g., see [15]. Note that RSVP is one of the

In order to handle the scalability problems associated wiginssible choices for reservation protocol, our design does not
both flooding and maintaining a complete network link statexplicitly assume RSVP.
database, OSPF allows for a two level hierarchy within the rout-Qur implementation computes QoS paths usingwidest-
ing domain. Furthermore, the OSPF standard mandates a varfgyftest path selection criterion described in [10]. At a router,
of constants that control the frequency of the operations relaigg algorithm pre-computes paths from the router to all destina-
to the flooding of LSAs. In particular, the constaMitnLSn-  tions in the network. For each destination, the algorithm com-
terval specifies the minimum time between any two consecutiggites paths of all possible bandwidth values, and uses them to
originations of a given LSA by a router. The default value djuild a QoS routing table which is kept separate from the stan-
MinLSInterval is 5 seconds. Another similar constantNBnL-  dard OSPF routing table (more on this later). The QoS rout-
SArrival, which limits the frequency at which new instances ghg table generated by the algorithm can then be conceptually
a given LSA can be accepted. If two consecutive instances/féwed as a matrix, where a row corresponds to a destination
an LSA are less thallinLSArrival apart, the second is not pro-(entry in the IP routing table), and thih column corresponds to

cessed and simply discarded. paths that are no longer thahops and have the largest amount
) ] of bandwidth available among all such paths to the specific des-
B. QoSRouting Extensions tination. The information stored in a matrix entry includes the

Originally, the OSPF specification allowed for Type of Semext hop(s) and the available bandwidth on such paths.
vice (TOS) based routing in order to support the five different The information in the QoS routing table is used to identify
Types of Service that were specified for IP datagrams. Tlpigths capable of satisfying the bandwidth requirements of new
meant that routers can advertise TOS specific cost metricga@quests. This is accomplished by comparing the amount of
their link state advertisements that were used to compute muftandwidth requested by a new flow to the available bandwidth
ple TOS specific routing tables. Recently, the requirement fiorsuccessive entries in the row associated with the flow’s des-
TOS-based routing was dropped due to lack of deploymetination. The search stops at the first entry with an available
However, in order to avoid potential backward compatibilitandwidth larger than the requested value, at which point the
problems, routers can still advertise TOS specific metrics in theirrresponding next hop is returned and used to determine the
link state advertisements. This has provided an opportunitynext hop on which to forward the request. If there is more than
experiment with QoS routing as an extension of the TOS feane next hop, our implementation chooses one of them at ran-
tures provided by standard OSPF. dom with a probability that is weighted by the available band-

The QoS routing extensions to OSPF are based on two kegth on the associated local interface corresponding to the next
ideas: 1) enhancing the link state advertisements and the tofhelp.
ogy database to include network resource information (such asn addition to the changes required to both the routing ta-
available bandwidth), and 2) using an alternate route compulde and the path computation, the OSPF protocol and code also
tion algorithm to compute routes that take this resource informaeed to be modified to support the propagation of appropriately
tion into account. Our implementation is based on the approaektended link state advertisements. In particular, information
described in [10], which is similar to several other proposa#out available bandwidth needs to be added to the link state
[3], [24] for supporting QoS routing. Itis limited to handling re-database and updated through link state advertisements. Thisin-
quests with bandwidth requirements, and as a result link baridrmation is encoded using a new TOS field. However, dely
width is the only metric extension that has been implementddits are available to advertise the value of the metric. Wiille
Although, one can argue that this approach is simplistic and igits are sufficient for advertising link costs for best-effort rout-
nores other important metrics, such as delay, we believe thatitigg advertising bandwidth values for links ranging from few
above bandwidth based model is adequate for most realistic rid@ibbits per second to many terabits per second requires more
work scenarios, where delay can be expected to be low. Furtleareful encoding. One such encoding scheme is described in
more, delay constraints can be handled with mechanisms s[idj and was used in our implementation.



C. Gate Daemon (gat ed) triggering policies with support for selection and parame-
terization of these policies from thgat ed configuration

file.

Decoupling from local traffic and resource management
components, i.e., packet classifiers and schedulers and lo-
cal call admission. This is supported by providing an
API between QoS routing and the local traffic manage-
ment module, that hides all internal details or mechanisms.
Future implementations will be able to specify their own
mechanisms for this module.

Interface to RSVP. The implementation assumes that
RSVP [12] is the mechanism used to request routes with
specific QoS requirements. Such requests are communi-
cated through an interface based on [22], and we used
the RSVP code developed at ISI, specifically, version

gat ed [5] is a popular, public domainprogram that pro-
vides a platform for implementing routing protocols on hosts
running the Unix operating system. The distribution of the *
gat ed software also includes implementations of many popu-
lar routing protocols, including the OSPF protocol. &t ed
environment offers a variety of services useful for implementing
a routing protocol. These services also facilitated implementa-
tion of some of the extensions that were required to support QoS
routing. Thesagat ed services include: a) support for creation
and management of timers, b) memory management, c) a simple
scheduling mechanism, d) interfaces for manipulating the host’s
routing table and accessing the network, and e) route manage-
ment (e.g., route prioritization and route exchange between pro-

tocols). 4982 113
All gat ed processing is done within a single Unix process, ' a' ,[ 1 ) ] . .
and routing protocols are implemented as one or sevasks. In addition, our implementation also relies on the following

A gat ed task is a collection of code associated with a Uni&MPlifying assumptions made in [10].

socket. The socket is used for the input and output of the tasks The scope of QoS route computation is limited to a single
gat ed maintains a single routing table that contains routes dis- area.

covered by all the active routing protocols. A radix tree is used* All routers within the area run the QoS enabled version of
for fast access to routing table entries. Also, the OSPF link state OSPF.

database is implemented using a radix tree, for fast access to®All interfaces on a router are QoS capable.

particular link state record.
B. Architecture

[1l. | MPLEMENTATION | E . . .
ON ISSUES Figure 1 depicts the software architecture of the system.

A. Design Objectives and Scope There are three major components: the signaling component

Our objective was to gain substantial experience with a fund@SVP in our case); the QOS routing component; and the traffic
tionally complete QoS routing implementation while also limitfanager. In the rest of this paper we concentrate on the structure
ing the overall implementation complexity. Hence, we chose3gd operation of the QoS routing component. As can be seen in
modular architecture aimed at maximizing reuse of the existifiggure 1, the QoS routing extensions are further divided into the
OSPF code, minimizing changes to it, localizing the QoS ef@llowing modules:
tensions to specific modules and keeping their interaction withe Update trigger moduledetermines when to advertise local
existing OSPF code to a minimum. Besides reducing the devel- link state updates.
opment and testing effort, this approach also facilitated experi-» Pre-computation trigger moduledetermines when to per-
mentation with different alternatives for implementing the QoS form QoS path pre-computation.
specific features such as triggering policies for QoS related links Path pre-computation modulecomputes the QoS routing
state updates and QoS route table computation. table based on the QoS specific link state information.
Several of the design choices were also influenced by our ass Path selection and management modulgelects a path for
sumptions regarding the core functionalities that an early proto- & request with particular QoS requirements, and manages it
type implementation of QoS routing must demonstrate. Some once selected, i.e., reacts to link or reservation failures.
of the important assumptions are: « QoS routing table moduleimplements the QoS specific
+ Support for hop-by-hop routing only. This affected the path ~ routing table, which is maintained independently of the
structure in the QoS routing table as it only needs to store Othergat ed routing table.
next hop information. « Tspec mapping modulemaps QoS requirements that are

+ Support for path pre-computation. This required the cre- part of RSVP messages into the bandwidth requirements
ation of a separate QoS routing table and its associated path that QoS routing uses.
structure, and was motivated by the need to minimize pro-In the rest of this section, we outline the main functions of
cessing overhead. each of these modules.

« Full integration of the QoS extensions into tgat ed

framework, including configuration support, error logging®. QoS Routing Table and Path Pre-Computation Modules
etc. This was required to ensure a fully functional imple-

I\r?egt?thn. I . , ith diff table as outlined in Section II-B. However, the “conceptual”
« Modularity to allow expenmentanon with dillerent aP”matrix format described earlier is implemented differently for
proaches, e.g., use of different update and pre-computatiifiiency. Each row of the QoS routing table consists péth
! Access to some of the more recent versions ofjhieed is restricted to the structure in the form of a linked list. Each entry in the list corre-

GateD consortium members. sponds to a different hop count and bandwidth value, arranged

QoS paths are pre-computed and stored in the QoS routing



attempt to incrementally update them only when required be-
cause of a different number of paths with distinct hop counts and
bandwidth values. However, despite the potential gains, these
optimizations have not been included in our initial implementa-
tion. The main reason is that they involve subtle and numerous
complexities to ensure the integrity of the overall data structure
at all times, e.g., correctly remove failed destinations from the
radix tree and update the tree accordingly.

QOS ROUTE PRECOMPUTATION

PRECOMPUTATION
FLOW PATHS
TABLE

Qos
ROUTE

TABLE CORE OSPF

FUNCTIONS

+ (ENHANCED
TOPOLOGY
DATABASE

TRIGGER

I RECEIVE &
UPDATE
Q0S-LSA

INTERFACE STATUS

D. Update and Pre-computation Trigger Modules

PATH SELECTION
& MANAGEMENT

T \

[TRAFFIC PARAMETERS
IAPPING

I The update trigger module determines when a router floods
a new LSA to advertise changes in its link metrics. The pre-
computation trigger module determines when to initiate the
computation of a new QoS routing table. In order to allow for
experimentation, these two modules support a number of op-
tions that can be chosen through configuration.

Theupdate trigger moduleimplements:

« A variety of triggering policies. Currently, only thresh-
old based policies are implemented: an update is triggered
when the difference between the current and previously ad-

in increasing order, i.e., an entry for a given hop count is cre- vertised values of the available link bandwidth is larger
ated only if it has a larger bandwidth than previous entries with  than a configurable threshold.

a smaller hop count. This avoids having to allocate memory fors Periodic update generation.

entries associated with hop count values that do not correspond he pre-computation trigger module implements:

to an increase in bandwidth. Locating the path entry for a givens Periodic pre-computation.

destination and bandwidth requirement is accomplished through Triggered pre-computation each tinde distinct link state

a radix tree. We chose to reuse the existing structures and code advertisements have been received.

in gat ed for radix tree manipulation for this purpose. To implement this functionality both modules need to:

An important aspect of the QoS routing table is the overheads Be able to receive natification of events of interest. In par-
involved in building it during the Bellman-Ford computation. ticular, the pre-computation module needs to be notified of
During this construction phase, it is necessary to associate the the arrival of a link state advertisement or a timer expira-
link state database entities (vertices) that are being expanded by tion event. This can be accomplished by inserting hooks
the Bellman-Ford algorithm with the corresponding path struc-  into the OSPF code responsible for receiving and process-
tures that contain the paths discovered so far for this vertex. This ing LSAs. Similarly, the update triggering module needs
can be accomplished by using the radix tree of the QoS routing to be informed of changes in the available bandwidth on
table to search for the address contained in the LSA associated local links. This is needed to ensure that the correct value

BUILD &
SEND
QoS-LSA

LINK STATE
UPDATE TRIGGER

—

QoS Routing Enabled OSPF

RESOURCE
MANAGER

RSVP

Fig. 1. The software architecture

with the vertex being expanded (router id’s in the case of a router
LSA, and network id’s in the case of a network LSA). This pro-
vides a general, albeit inefficient solution, as it requires a full
lookup in the radix tree each time a vertex is expanded in the
Bellman-Ford computation. In order to avoid such a penalty
in our implementation, we added a pointer directly to the path
structure inside the vertex structure in the link state database.
This required a small additional modification to the existing ver-
tex structure, which had to be modified anyhow to support the
QoS extensions.

The last issue of significance in the construction of the QoS
routing table, is allocation and de-allocation of memory. Cur-

is sent in the next LSA, and in some instances to deter-
mine if an update is needed. This is accomplished through
the use of a simple messaging interface, that allows the re-
source manager to notify the update triggering module of

such changes.

Maintain and post their own timers. Both modules need

two types of timers: a) Clamp down timers, that are used

to limit the frequency of metrics updates, i.e., the update
can only be sent if the timer has expired and b) Timers for

periodic operation.

Be notified when a local link changes status (up/down).

This is accomplished through a small addition to the the

rently, both the radix tree and the path structures are freed before OSPF code that handles interface status changes.

a new QoS routing table is computed. This full de-allocation of Note that the regular OSPF update triggering rules can inter-
the QoS routing table is potentially wasteful, especially sindere with the triggering policy implemented by the update trig-
memory allocation and de-allocation is an expensive operatigering module. Specifically, the periodiBmntinterval) and
Furthermore, because path pre-computations are typically oain hold down timers NlinLSnterval and MinLSArrival) of

triggered by changes in topology, the set of destinations WilISPF may need to be disabled or bypassed in order to avoid
usually remain the same and correspond to an unchanged raatirfering with the generation of QoS LSAs. One option is to
tree. A natural optimization would then be to de-allocate onljisable the existing OSPF hold-down mechanisms in the case of
the path structures and maintain the radix tree. A further eQoS related LSAs. However, it remains necessary to implement
hancement would be to maintain the path structures as well, ahdimilar mechanism to ensure stability of the protocol during



periods of overload. As a result, we opted for the simple ap-Most of the above costs can be measured individually or as
proach of decreasing the valueMfnLSnterval to allow more stand-alone operations. For example, the time needed for a sin-
frequent QoS updates. Note that since the current resolutiorgté path pre-computation, or the size of the QoS routing table
gat ed timers is in seconds, one second is the smallest possitéa be estimated based on a single router, whose link state topol-
value we can specify, and it is the one we currently use in tbhgy database has been populated using some external mecha-
implementation. nism. The same holds for measuring the time it takes to select
Delayed acknowledgments of LSAs is an OSPF feature depath. Even the cost of receiving or originating LSAs can be
signed to allow aggregation of acknowledgments for multiplk@easured reasonably accurately by using only two routers af-
LSAs. Since achieving a meaningful level of aggregation f¢@r they form an adjacency and start exchanging LSAs. Thus,
acknowledgments appears to require a delay value that coitilg possible, with a minimum amount of equipment, to obtain
interfere with QoS updates, we chose in our current implemegpod atomic estimates of the cost of all individual operations
tation to bypass this mechanism altogether and immediately afinterest. We refer to this type of performance measurements
knowledge LSAs received from neighboring routers. Anoth@és “stand-alone” evaluation mode. Stand-alone performance re-
approach which we considered but was not implemented vwadts alone are, however, not sufficient to provide a complete
to make QoS LSAs unreliable, i.e., eliminate their acknowledgssessment of the impact of QoS routing on a router’s operation.
ments, so as to avoid any potential interference. The rationafs is because, while this accurately estimates the intrinsic cost
for such a design is that QoS LSAs are transmitted much m@feQoS related operations, it does not fully capture the many de-
frequently and an occasional loss of a QoS LSA may only deendencies and interactions that take place in a real operational
grade the quality of a QoS route temporarily, but would not irenvironment. These affect performance, if only because they de-
terfere with the regular OSPF operation. We plan on implemetgrmine the frequency and timing of many of those operations,

ing and experimenting with such an option in the future. and these parameters are difficult to estimate without a full scale
network environment.
E. Tspec Mapping Module In order to address this shortcoming of the stand-alone mea-

. . . . urement mode, we propose to combine its results with simu-
T This twotdgle s!?plytr?xtractss mformatlont frofm the RS\t/'?atigns that we use to create the appearance of a large network.
spec.t tath escnSes del Qo r(iqtélrsrrlerzln S Ot a re'quesb, $§ cifically, we define a simulation environment that allows us

maps it to the QoS model supported by the system, i.e., ba specify an operational network with the following parameters:

width. Currently, we support only a simple mapping where t - i :
) i . network topology, b) traffic characteristics such as size of re-
token rate of the request is used as the bandwidth requirem s pology, b)

of the request. Other more sophisticated mappings can be a &fts, arrival rates and distribution of request sources and des-
. e : ions, and c) choice of path pre-computation and link state
later without affecting the rest of the system. The integrated s ) path p P

: date generation trigger policies in the routers. Each of the
vices data structures are the same ones used by the ISI R %Ve parameters is “tuned” based on our previous experience
version 4.2a2 [13].

with this simulation environment, so as to correspond to rep-
resentative and realistic operational conditions. This is accom-
plished as follows:

The path selection module is responsible for handling incom-While performing a simulation run, we generate a log that
ing requests for QoS routes, e.g., triggered by the receipt ofentains the time at which each of the following operations oc-
RSVP PATH message. This is done by first using the destircanred at each node: a) generation of an LSA, b) reception of an
tion information provided in the request, to search through théA, c) initiation of path pre-computation and, d) initiation of
radix tree of the QoS routing table. This search identifies th@th selection. The information gathered in the simulation logs
path structure associated with the destination as discussedsithen used to derive operational costs of the test-node router.
Section 1I-B. A path is selected by stepping through the paifis is accomplished by using the individual operations costs
structure, and stopping at the first entry which contains a bartterived from the stand-alone experiments to compute a cumula-
width value larger than or equal to the requested amount. Ttiwe cost at the nodes.
next hop stored in this entry is then returned. If more than onelt is important to note a number of the inherent approxima-
next hop exists, one is chosen randomly by flipping a coin whotiens of the above method. First, the simulator (a modified ver-
weight is proportional to the available bandwidth on the local irsion of MaRS [6] built for previous works) used to derive the

F. Path Sdlection Module

terface connected to each next hop. operations and timing logs, does not exactly mimic the behav-
ior of the OSPF protocol. The main difference is that OSPF
IV. PERFORMANCE EVALUATION implements two types of LSAs, router and network LSAs, and

A. Methodology the simulator assumes that only router LSAs are sent.. However,
' router LSAs represent the bulk of LSAs when operating a QoS
In this section, we attempt to evaluate the cost of QoS rouieuting enabled domain, with network LSAs being originated
ing, when using our implementation. We explore three dignly in case of topology changes which we anyhow do not con-

ferent dimensions in our comparisons: a) processing cost,siger in our simulation.

message generation and reception cost, and ¢) memory requirédnother discrepancy between the simulator and the real im-
ments. For processing cost, we further subdivide it into paghementation, is the minimum spacing of 1 second we impose
pre-computation and path selection costs. between the transmission of two consecutive LSAs. This affects



the arrival patterns of LSAs and is also likely to cause the com-
bination of multiple LSAs into a single OSPF network packet,
which lowers their transmission overhead. These effects are not
captured in the simulator, which does not impose any minimum
spacing between consecutive LSAs, and further assumes that
each LSA is transmitted in its own OSPF packet. This can lead
to slightly larger estimates for operational costs since the recep-
tion of multiple individual LSAs is likely to be more expensive
than the reception of a single OSPF packet containing multiple
LSAs.

In all experiments, the test systems used are IBM Intellista-
tions with a Pentium Pro 266 MHz processor, 32 Mbytes of real
memory, 3.4 Gbytes of disk, running FreeBSD 2.2.7-RELEASE ﬁg‘érece
andgat ed 4 software. The Ethernet adapters used in the tests i
are 100 Mbit/second Intel PCI. (@) Thei sp topology

B. Sand-Alone Cost

It is important to note that QoS routing specific costs de-
pend not only on the network topology, as is the case for the
standard OSPF protocol, but also on the distribution of avail-
able bandwidth on links. This is because path pre-computation
maintains alternate paths with bottleneck bandwidth larger than ——
that of minimum hop paths. As a result, the number of distinct Roter
paths to a given destination varies according to the distribution
of available bandwidth on network links.

One possible approach is to attempt to identify, for a particu-
lar network topology, an assignment of link bandwidths, that re-
sults in the maximum distinct number of paths being generated
when computing the QoS routing table. Unfortunately, such a
direct approach infeasible since it requires the enumeration of an | ek
exponential number of paths. This makes the problem difficult (b) The variable size mesh topology
even in small topologies. As an intermediate solution, we pro-
pose to compute both best and average cases for those costs that
we know to depend on link bandwidth distribution. Specifically,

we obtain the best case for a given topology by defaulting thgjes while the white circles indicate transit network nodes in
path pre-ponjputatlon a]gprlthm to a minimum hop count algqﬁe OSPF topology database. Ahx N mesh topology is con-
rithm. This yields the minimum possible (one) number of pathgy,cted by repeating the building block along two dimensions.
to each destlnatlon: Next, we obtain an es'qmate of .the aVBfgure 2(b), also illustrates x 2 mesh topology. In this topol-
age case by executing the path pre-computation algorithm fo5&, | jinks are assumed to have a capacity of 45 Mbits/second.
sequence of random link bandwidth distribution, and averaging our experiments we use instances of this topology ranging
the TeS“'“T‘g costs. from1 x 1to10 x 10. For a topology of sizé&V x N, the max-
Finally, in order to perform any of the above measurementg,ym hop limit for the Bellman-Ford computation was set to
we need to first artificially populate the link state topologyy | 9 |n hoth cases, the path pre-computation were performed
database of the routers with the corresponding set of entrigs the node indicated in Figure 2 as source. Variations of the

We consider two types of topologies. The first one is & t0pQfseasured quantities across the network nodes were small.
ogy that has been used in a number of previous studies, and

is representative of the network topology of a typical Intern - :
service provider in the US. This is thep topology shown in B1 QoS Routing Table Computation
Figure 2(a), where all nodes correspond to router nodes interVarying the size of the mesh topology allows us to observe
connected by transit network links. In thep topology, the how the computation cost varies with network size. A recent
maximum path length for the Bellman-Ford computation wasirvey [18] of vendors who have deployed OSPF in real net-
set to 16 hops. The topology is dimensioned for uniform traffigyorks, reports that the figure for the number of routers in one
assuming minimum hop routing, so that link capacities rangeea ranges from 20 to 350 with 100 being the median and 160
between 20 and 70 Mbits/second. The second type of topbéing the mean. We show results for networks of up to 400
ogy we consider, is an artificial, mesh like topology that is comodes. The time needed for computing the standard SPF tree
structed by repeating a basic building block. The basic buildimgnd the QoS routing table for threesh topology are shown
block which consists of 4 routers and 5 transit networks is di Figure 3. In the case of QoS routing, the pre-computation
picted in Figure 2(b). The small black dots correspond to routémes include the cost of de-allocating the previous QoS routing

Transit Networks

Fig. 2. Topologies used in cost measurements
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110000 . . . . . . . B.3 Cost of Path Selection
100000 |- A . . . .
Path selection consists of accessing the QoS routing table for
90000 - SPF <— A . . . . . .
50000 - QoS Table Best Case —+-~ .~ | a given destination and bandwidth value and returning a suit-
QoS Table Average Case -5 = able path (next hop). Accessing the routing table requires first a
— 70000 | - : . 0 T
€ oo lookup in the radix tree based on the destination, and second a
5 50000 1 search of the path structure associated with the destination until
I T a path capable of satisfying the requested bandwidth is found.
9 40000 | . . . L
The cost of these operations is shown in Figure 5 for both the
30000 . . .
20000 best and average cases. As mentioned earlier, the best case is
10000 obtained by forcing all path structures to only contain one en-
o = e try, the one corresponding to the minimum hop count. As far as
0 50 100 150 200 250 300 350 400 the average case is concerned, there are two dimensions along

Network Size which averaging can take place. For a given topology and dis-
tribution of link bandwidth, averaging can be done based on the
destination node and the amount of requested bandwidth. The
destination affects not only the cost of the lookup in the radix
tree, but also the potential depth of the search in the path struc-
table, and results are shown for the best and average casey, i associated with the destination, as the number of entries in
both cases, the processing cost of QoS path pre-computatiofhis path structure is likely to differ from destination to desti-
not significantly larger than that of the SPF computation. HoWation, The search in the path structure is also affected by the
ever, one should remember that the frequency of QoS path Rgjuested bandwidth as large values will typically require step-
computation would be significantly larger than that of the SPlﬁng through more entries in the path structure. In our measure-
computation, and this is an aspect which we investigate in Sggants, we average based only on destinations, and the average
tion IV-C. is computed across all possible destinations in the network. Av-
eraging based on bandwidth is avoided by forcing all requests
to be for an amount of bandwidth larger than the capacity of the
network links. This results in the maximum search time through

Figure 4 illustrates the differences in memory requiremerif2e path structure, so that we are in effect measuring an average
between the QoS routing table and the standaided routing Worst case.
table for different network sizes. As before, thesh topol-
ogy is used to generate networks of varying size. It sho
also be noted that although tigait ed routing table normally ~ The last set of parameters, whose costs we want to estimate,
contains routes learned from all the active routing protocols, &ame common to the standard and QoS routing versions of OSPF.
our experiments only the OSPF protocol was active. As a fBhey consist of the cost of generating and receiving LSAs, that
sult, the comparison between routing table sizes is meaningfule incurred in both cases.
Specifically, while the memory requirements for QoS routing The time required for generating and receiving LSAs was
are clearly higher, given the cost and availability of memory, theeasured using two similar machines connected to each other,
difference is again not extremely significant, e.g., about a factrd runninggat ed with our QoS routing enabled version of
of 2 for the average case. This difference was expected si@®PF. The machines were configured so as to form an OSPF
both tables contain a radix tree of all destinations, and the Qa&jacency, and then exchange LSAs between them. The OSPF
routing table requires additional storage for the path structurdsold down mechanism based dfinLSnterval and MinLSAr-

Fig. 4. Comparison of memory requirements

B.2 Memory Requirements of the QoS Routing Table

%4 Link State Advertisements Generation and Reception



2100 - - - - - - T Update Triggering Threshold
2000 | i Period 10%average case <—
100 | | Peak Avg BR
g lsec | 36%/9% | .27%/.06% | 1.5%
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Fig. 6. Cost of accessing the link state database Peak AVg BR
1sec | 84%/36%]| 1.60%/.71%| 5%
5sec | 84%/36%| 1.27%/.53%| 5.4%
rival was disabled, in order to get accurate measurements of the 50 sec| 84%/36% | 1.26%/.53%| 12.2%
LSA generation and reception costs. 80%
According to our measurements, either generating or receiv- Peak Avg BR
ing an LSA takes about 900 microseconds in our test system. 1sec | 82%/35%| .22%/.15% | 10%
5sec | 82%/33%| .15%/.06% | 10.2%
C. Operational Cost 50 sec| 80%/31%)| .12%/.05% | 14%
In this section, we apply the method described in Section IV- 8 x 8 mesh
A to estimate the actual operational behavior of a router running TABLE |
our QoS routing enabled version of OSPF. Our first task con- ROUTER UTILIZATION AND BANDWIDTH BLOCKING

sists, therefore, of simulating a complete network and record-

ing operation and timing logs at a test router in the simulation.

These logs are then used to derive estimates of the test router’s

performance. In or'der to obtain sample points repre.senta'gvergglsonably comprehensive coverage of different operational en-

different network sizes and topologies, we run two S'mmat'or\ﬁronments.

one for the sp topology and the other for ahx 8 mesh. The

i sp topology is characteristic of a typicgl medium sized ISR 1 Router Load

network and thed x 8 nesh topology with its284 nodes pro-

vides an example of a fairly large network. The measured processing load is reported in Table | for both
In all simulations, we generate a workload assuming that &€ i sp and nesh topologies, and for the different combi-

quests arrive according to a Poisson distribution, and are [#tions of path pre-computation period and link state update

dependent and uniformly distributed across source-destinatiBreshold mentioned above. In addition to router load, the table

pairs. The mean request inter-arrival time at a node is §g0 gives the bandwidth blocking ratio for each combination,

to 15 seconds, and bandwidth requirements are uniformly digenoted as BR. We measured the load on all the routers in in-

tributed between a minimum @& Kbits/sec and a maximum tervals of 50 milliseconds. For each router we kept track of the

of 5 Mbits/sec. The duration of requests is assumed to be @¥erage utilization of its CPU due to routing related processing

ponentially distributed with a mean 8fminutes. The resulting and also the maximum utilization that were observed in a sin-

workload corresponds to reasonably realistic operating con@le 50 millisecond period. For each of these two quantities, we

tions of moderate overload, with a small but non-zero blockirflow the peak and minimum values that were observed over all

probability (less tha%). In addition to this workload config- routers in the network.

uration, the simulations also assume specific values for severalhe results seem to indicate that given today’s processor tech-

operational parameters of the protocol. In particular, path pmslogy, QoS routing should not be viewed as a costly enhance-

computations are performed periodically, for period values ofment, at least not in terms of its processing requirements. Al-

second (the minimum allowed by our implementation, given tiieough the peak load can be relative high (but under 84% even

available timer precision}, seconds, ansl0 seconds. Similarly, for the largeresh topology), the average load is very low, indi-

a threshold based mechanism was chosen to trigger the geneating that the periods of high load are very few.

tion of LSAs, and two different threshold values 1f% and For large pre-computation periods, increasing the link state

80% were used. A value df0% provides very precise link stateupdate threshold frorm0% to80% reduces the average process-

information but corresponds to a larger level of LSA traffic. Angload by a factor betweehand10, while the corresponding

value 0f80% substantially reduces the amount of LSA traffidpss in performance, i.e., the increase in blocking probability, is

at the cost of greater inaccuracy in link state information. Wy a factor of less thaf. This means that when operating with

believe that these combinations of parameter settings provideige pre-computation periods, increasing the update threshold



processing cost of QoS routing is not excessive, and remains
well within the capabilities of medium-range modern proces-
sors. In the worst case which we tested, path pre-computation
took only 10 milliseconds. In general, we found processor uti-
lization in our test system to be quite low, leaving ample mar-
gin and room to operate at even higher frequencies of path pre-
computation than the ones we used. In addition, we verified that
while LSA generation and reception costs are indeed a major
cost component of QoS routing, they remain tolerable even for
large networks. More important, bandwidth consumption asso-
ciated with LSA traffic was also found to represent only a small
fraction of link bandwidth.

Update Triggering Threshold
Period 10% 80%
(sec) Peak Avg Peak Avg
1 67.7/28.6 4/1.5 52/17.4 | .353/.131
5 60.7/23.5| 4.0/1.4 | 51.7/16.5| .349/.128
50 | 49.8/16.9| 3.8/1.4 | 49/16.5 | .327/.128
i sp
1 169/109 | 29.4/15.4| 155/107 | 2.9/1.5
5 174/110 | 29.7/15.3| 157/107 | 2.9/1.5
50 161/110 | 25.3/13.2| 157/107 | 2.9/1.5
8 x 8 nesh
TABLE Il

LSA BANDWIDTH CONSUMPTION(KBYTES/SECOND

is a cost effective trade-off. This is in line with the findings of
[26]. On the other hand, for small pre-computation periods, pro-
cessing cost savings are smaller and have the same magnitude as
routing performance loss. When the update triggering threshold

is 10%, the contribution of the link state update processing to
the overall processing cost is very significant.

C.2 Bandwidth Requirements of LSAs

The lastimportant cost component is the amount of link band-
width that is consumed by LSAs. Not only do LSAs contribute
to the processing load of the router, but the bandwidth needed
to transmit them cannot be used by regular data traffic. This
bandwidth consumption can be computed for each link using
the timing information contained in the simulation logs and our
knowledge of the LSA format. A router LSA in OSPF has a
size of 88 + 16 x ! bytes, wherd is the number of links of
the originating router, and is acknowledged with a link state ac-
knowledgment packet that has a sizedbytes.

In Table Il we show the maximum and average bandwidth
consumption (in bytes/second) that was observed due to LSA
traffic. This traffic was again measured in periods of 50 millisec-
onds and the maximum and minimum values across all network
links are reported. As expected, a large update threshold results
in lower LSA traffic. The path pre-computation period does not
affect the volume of update traffic.

The above numbers indicate that even with the more frequent
updates that QoS routing requires, the bandwidth consumption
of protocol traffic should not be of significant concern, at least
not for the kind of link bandwidth we have assumed. Even
the maximum volume of update traffic does not exceed 174
Kbytes/sec, a value quite small for links of capacities in the tens
of megabits range. In the average, the volume of update traffic
is much smaller, and does not exceed 29.4 Kbytes/sec for the
cases we tested.

V. CONCLUSION

In this paper, we reported on a detailed evaluation of the over-
head incurred by extensions needed to support QoS routing in
the OSPF protocol. Our investigation was based on a real imple-
mentation of those extensions, which showed that the increased
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